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G. S. VERNAM.
SECRET SIGHALING SYSTEM,
APPLICATION FILED BEPT. 13, 1914,

1,310,719, Patented July 22, 1919.
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Cipher-Block Chaining (CBC)

Plaintext Plaintext

Block Cipher Block Cipher

Encryption Encryption

Ciphertext Ciphertext

Plaintext

~

Block Cipher
Encryption

Ciphertext
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Feistel Structure of DES (Simplified)

1. Plaintext 6 000 OO0 D L ded Plaintesxt B:
2. Expanded plaintext A)* ofEl o ol oGl > BN >>H8l o BN 1 BN 1
3. Cipher 1 §EY 1 BER o BB
4. Ciphertext A 1 @0l 1 BN o B Key Schedule
1. 101000

5. Expanded Plaintext B} o BEl 1 N 1 B 2. 100101
6. Cipher fraom Step 1: 1 01 o 0o O =
7. Ciphertext B 1E o [ 1 E

i 15. 010100
8. Cipher (B,A) 100111 101000 16. 101101
9. Substaitution (S-box) 0001 1001
10. Permutation P-Box 0100 0110
Key (16 parts): 10100¢ 010101 101011 . . . ¢10100¢ 100101 101010 101101
10 0101 1001 ) o
11 0001 1100 o & ® —e

*A bijective function is applied to expand from 32 bits (represented here by 8

bits) to 48 bits. A function is bijective 1f inverse relation F2(x) iz alsc a
function. Reduction iz achieved through the S-box operation.

*& This S-box is reduced to include only the four bits that are in our cipher.
Typical S-boxes are as large as needed and may be based partially on the hkey.
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8 |(ciphertext 1)
8 |(ciphertext 2)

kmamvdual|r £f1 s
kmamvdualepm £

U U

u02-01-9780123943972



	Chapter 02
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8

